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Abstract

With advances in the digital technology, there has been a large growth in the volume of information. Newer and faster data compression techniques have been the driving force in the multimedia revolution. At the same time, this has led to unlimited copying and distribution leading to increased intellectual property right violations. 

Watermarking is embedding information in the original copyrighted material so as to prove its genuineness. This report focuses on watermarking techniques in the wavelet domain, the DWT – advantages over DCT, implementation schemes and some watermarking techniques in the wavelet domain. Two methods – an existing blind watermarking technique and a new non-blind watermarking technique derived from an existing technique have been discussed. It also focuses on technical challenges in digital watermarking; SVD based DWT Watermarking along with adding robustness to geometrical attacks.  

Introduction

Need for Watermarking: - 

           Digital technologies show tremendous growth and advancements in the last years. The  advantages offered by the digital technologies are major but the same digital technology opens the door for unlimited piracy and the problem of protecting multimedia information becomes more and more important.
            As a solution to this problem, digital watermark technology is a new method of protecting copyrights for digital data.  Digital watermark    is realized by embedding information data with an insensible form. It must be difficult for an attacker to remove watermark purposely.

Watermarking: -

         Watermarking is the process of embedding data called a watermark, into a multimedia object such that watermark can be detected or extracted later to make an assertion about the object. The object can either be an image, audio, video or a text document .The watermark might contain additional information including the identity of purchaser of a particular copy of the object. Based on the purpose of the watermark, it is embedded either visibly or invisibly.


Digital Watermarking provides a way to embed digital information into both digital and conventional media content. Information contained within the digital watermark can be used to add value to a variety of applications such as connected content, security, content protection, copy prevention, authentication etc. A unique advantage of a digital watermark is that the information is bound to original medium.  


                                         Fig: Basic watermarking embedding scheme
Classification of Watermarks and Watermarking Techniques

 Classification of Watermarks: - 
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Visible Watermark:-


It is noticeable or transparent to human eyes. Visible watermark includes logos, paper watermark. It degrades quality of original image.

  Invisible Watermark:-
          Invisible watermark is transparent to human visual system. It never degrades the quality of image. An invisible watermark can be either robust or fragile. The use of a fragile watermark is important when one wants to verify if the protected media was tampered with or not.

  Classification of Embedding Watermarking Techniques:-
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 Spatial Domain:



It is an easy and simple way to insert a watermark. Watermark can be inserted just by changing pixel values of an image. Different spatial domain methods includes LSB, correlation based, random functions etc. Spatial domain methods are less complex as no transform is used, but are not robust against attack and suffers from the lack of a good visual model.

LSB Method: A simplest way of embedding a watermark in noise free environment. LSB’s of image are replaced by other data bits. But it causes degradation of images.

 Transform Domain:

 
It is an advanced way of inserting a watermark. In the transform domain approach, some sort of transforms is applied to the original image first.  The transform applied may be DCT, DFT, DWT etc.  The watermark is embedded by modifying the transform domain coefficients.  The transform domain approaches are more robust against  noise or attack.

Fast Fourier Transform: Watermark in placed in perceptually significant areas of an image. In this method constants are distributed in a different way between the forward and inverse transform. But in this method there is a frequent source of confusion while taking inverse transform.

Discrete Cosine Transform: Watermark is placed in perceptually significant areas of an image. Inverse DCT is taken to retrieve the watermarked image.

Discrete Wavelet Transform: Watermark is modeled as Gaussian noise, added to middle and high frequency bands of the image. Decoding process involves taking DWT of potentially marked image.

Why Discrete Wavelet Transform: 

1. The degradation for the correlation detection in the DWT domain is not as serious as the one in the DCT domain.    

2.  It is not a block based transform, and so, the annoying blocking factors associated

      with the DCT are absent.

3. Its hierarchical, multi resolution property offers more degrees of freedom compared with the DCT (for example separate or hierarchical cross-correlation).  

4. Higher watermark capacity and better robustness to attacks compared with the more traditional transforms (FFT, DCT).

Discrete Wavelet Transform

 1-Dimensional DWT:-

 The implementation of DWT for one-dimensional signal is the basic idea which will clear the working of DWT. 

          First a signal is split into two parts one containing high frequencies and other with lower frequencies. The high frequency components give information about edge components. The low frequency components are further divided into two components of high and low frequencies. This process continues for n number of times, n being decided by the application required. The original signal can be reconstructed back from the DWT coefficients (obtained mathematically) and this reconstruction process is called Inverse Discrete Wavelet Transform (IDWT).

          The DWT and IDWT can be mathematically obtained as:

Let, 
H(w)= Σ (hk * e-jkw)        and         G(w)=Σ (gk * e-jkw)

                                              k                                      k
be low pass and high pass filter resp. satisfying a certain condition for reconstruction.

A signal x[n] can be decomposed recursively as

cj-1,k = Σ hn-2k*cj,n             and            dj-1,k = Σ gn-2k*dj,n

                                        n                                          n
for j=J+1,J,…..J0 where cJ+1,k=x[k],k є Z, J+1 is the high resolution level index and J0 is the low resolution level index. The coefficients cJ0,k ,dJ0,k ,dJ0+1,k,…..dJ,, k. are called the DWT of signal x[n],where cJ0,k is the lowest resolution part of x[n] and dj,k are the details of x[n] at various bands of frequencies. Furthermore, the signal x[n] can be reconstructed from its DWT coefficients recursively

cj,n= Σ hn-2k*cj-1,k + Σ gn-2k*dj-1,k

                                                                      k                                  k

The above reconstruction is called IDWT of x[n].To ensure the above IDWT and DWT relationship the following orthogonal condition on the filters H(w) and G(w) is needed.

׀ H(w)׀ 2 +  ׀G(w)׀2 =1.
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(a) Decomposition
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(b) Reconstruction

An example of such H(w) and G(w) is given by,
H(w) =0.5 + 0.5*e-jw          and   G(w)=0.5 - 0.5*e-jw

These are known as Haar wavelet filters.

         The above DWT and IDWT for a one dimensional signal x[n] can also be described in the form of two channel tree-structured filter banks as shown in figure .The DWT and IDWT for two dimensional images x[m,n] can be similarly defined by implementing the one dimensional DWT and IDWT for m and n dimension separately:

      DWTn [DWTm [ x[m,n]]],which is shown in figure 3.1 An image can be decomposed into a pyramid structure shown in figure 3.2.,with various band information: such as low-low frequency band, low-high frequency band ,high-high frequency band etc. An example of such decomposition with two levels is shown in figure 3.3,where the edges appear in all bands except the lowest frequency band, i.e. the corner part at the left and top.
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2-Dimensional DWT: -
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The above figure shows how a 2D-DWT of an M x N image is obtained. H0 and H1 

denote, respectively, the low-pass and high-pass filters (also denoted by H and G). In first stage, rows are filtered followed by down-sampling to obtain two M/2 x N images. This is followed by filtering of columns and down-sampling of these images to obtain four M/2 x N/2 images labeled LL, LH, HL and HH corresponding to the type of filtering done on the rows and columns. The LL image contains most information and therefore a DWT is performed on it. The forward transform filters are called analysis filters and the inverse transform filters are called synthesis filters. 
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Two main algorithms are used to compute the DWT of a discrete signal – the  filter bank scheme and the lifting scheme.

Filter bank scheme:- 

  The algorithm computes the DWT in steps shown in Fig. 1. The low pass 

branch (LL) can be further decomposed by iteratively applying the algorithm. The 

inverse transform is computed by a similar sequence of filtering and upsampling.  

Lifting scheme:-
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As well known a discrete-time filter can be represented by its polyphase matrix, which is built from the Z transforms of the even and odd samples of its impulse response. The LS stems from the observation that the polyphase matrix can be factorized, leading to the implementation of one step of the filter bank scheme as a cascade of shorter filters, which act on the even and odd signal samples, followed by a normalization. In particular, the LS performs a sequence of primal and dual lifting steps, as described in the following and reported in the block diagram. 

The inverse transform is achieved performing the same steps in reversed order. 

An IWT, mapping integers onto integers, can be very simply achieved rounding off the output of the si(z) and ti(z) filters right before adding or subtracting. 

Watermarking Techniques in Wavelet Domain

  General Strategy: -  

There are some general strategies used for watermarking in the wavelet domain. The watermark is not embedded in the LL part or the low-frequency bands as this leads to 

considerable visual distortion. Further, embedding is also avoided in the HH part for lack of robustness as this part is usually attacked strongly in usual compression techniques due to smaller values of the coefficients. Thus, embedding is done mainly in the HL and LH parts for optimum combination invisibility and robustness.

Algorithm for Embedding Watermark:-
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Algorithm for Extracting Watermark:- 
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Algorithm for watermark extraction

Some Existing Techniques :-

· Embedding a two-valued image into a gray image.

· Watermarking with error correction. 

· Watermarking based on SPIHT coding.

· Watermarking using smoothness analysis- 

Attacks on  Watermarks

In watermarking terminology, an attack is any processing that may impair detection of the watermark or of the information conveyed by the watermark. Attacks on digital watermark may be intentional or unintentional. Intentional attacks include removal, cryptographic attack etc, here the attacker intentionally applies an algorithm attempting to remove or modify the watermark. While unintentional include image scaling, compression etc. The attack may or may not be successful but it always degrade the watermarked information sometime to the extend of even disabling the detection of watermark. The following are the four classes of attacks: removal attacks, geometric attacks, cryptographic attacks and protocol attacks. 

· Removal Attacks.

· Re modulation Attacks.
· Geometric Attacks.
· Cryptographic Attacks.

· Protocol Attacks.

Watermarking Schemes to provide Robustness to attacks:-

DWT-SVD based Watermarking:-

        SVD is very convenient tool for watermarking in the DWT domain. The scaling factor can be chosen from a fairly wide range of values for LL, and also for the other three bands. As the LL band contains the largest wavelet coefficients, the scaling factor is chosen accordingly i.e. upto 0.5 for LL and 0.01 for the other bands. For this  pair of values there was no degradation in the watermarked image. When the scaling factor for LL was increased to an unreasonable value, 

the image become lighter while an increase in scaling factor for the other bands resulted in vertical and horizontal artifacts.


 Watermarks inserted in the lowest frequencies (LL subband) are resistant to one group of attacks, and watermarks embedded in highest frequencies (HH subband) are resistant to another group of attacks. If the same watermark is embedded in four blocks, it would be extremely difficult to remove or destroy the watermark from all frequencies.


In some cases, embedding in the HL and LH subband is also resistant to certain attacks. Two examples of those attacks are histogram equalization and Gamma correction. After the cropping attack, singular value extraction in the HL subband does not allow proper construction of the watermark although the correlation is high.

Multi wavelet Watermarking system:-

The proposed multi wavelet-based watermarking system is presented in Fig.6.1. Watermark embedding uses the established blind spread-spectrum approach and as such retrieval is via cross-correlation. The main features of the proposed system are :
(a) embeds a perceptual, image-adaptive watermark in all multi wavelet coefficients, 

(b) embeds a self-contained watermark in each subband independently, enabling hierarchical watermark embedding/recovery and(c) maximizes the capacity of the watermarking channel by employing powerful state-of-the-art error correction.

. 

Features and Applications
Features:-

In general, digital watermarking has following features-

1. Perceptual transparency: The algorithm embeds data quality of the underlying host signal without affecting the perceptual quality of the underlying host signal.

2. Security: A secure data embedding procedure cannot be broken unless the unauthorized user access to a secret key that controls the insertion of the data in the host signal.

3. Robustness: The digital watermark must survive after being attacked by lossy data compression and image manipulation and processing operations, e.g. cut and paste, filtering, etc.

4. Unambiguous: Retrieval of the watermark should unambiguously identify the owner.

5. Universal: The same watermarking algorithm should be applicable to all multimedia under consideration.

6. Imperceptibility: The watermark itself should not be visible by the human visual system (HVS) and should not degrade the image quality.

7. Reliability: To ensure that the project application returns the correct watermark each time. Inspite of the loss of watermarking  information by the optimizer, we  should always be able to obtain correct and accurate results from the project.

Applications: -

1. Copyright protection – to prove ownership.

2. Content authentication – check if content is modified.

3. Fingerprinting – to trace illegal copies

4. Broadcast monitoring – for commercial advertisement.

Conclusion

Digital watermarking is a complex technology necessarily involving many conflicting requirements and tradeoffs thus resulting in many practical as well as technical challenges.  Digital watermarking is a currently as well as rapidly evolving field with lots of potential in future new applications, besides its current applications in the information security, engineering and data hiding areas.

A successful watermarking application only needs to satisfy the requirements of the product, not all possible requirements. Once realistic constraints on the system are established, the application may move ahead and product value can be enhanced by the judicious application of watermarking technology. As almost every day new results, techniques and research in this area is being explored, so as the ways and means of facing or countering the new technical challenges are being developed and defined for a more secure world as well as filling the loopholes.
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